I'"'m Tom Armour and | am delighted to be here in beautiful Dallas in
what still seens |ike August to tell you about the new Asymmetric
Threat Initiative of DARPA' s Information Systems O fice.

| can still remenber a netaphor Jim Wolsey used in a statement he made
after being naned to be the next Director of Central Intelligence.

This was a few years after the Berlin Wall had come down and the Sovi et
Uni on had di si nt egrat ed.

Peopl e then were tal king giddily about a "peace dividend."

Whol sey pointedly said that while the "big, bad bear" was gone, the

woods were still filled with [ots of "poi sonous snakes" and ot her

little nasties and was every bit as dangerous a place as it had been
if not even nore peril ous.

Wol sey was referring, in part, to what we now call the asymmetric
threat.

Let nme briefly talk about how these threats are different from
Wool sey' s big, bad bear

Conventional military threats --an arnored division, a naval task
force, or an air wing, for exanple-- are easily observed by
reconnai ssance satellites and other technical collection assets.

If the unit should take hostile action, attribution is easy.

Entry costs are high: the necessary capabilities take a long tine to
build and are very expensive.

The intelligence anal yst whose job it is to nmonitor these threats can
do so by consulting a few key col |l ection sources.

And she can predict the potential range of actions using nodels of the
physi cal kinetics and kinematics that govern the behavior of
conventional threats.

But the new asymetric threat is physically small -- perhaps even just
a single person -- and not easily observed, especially by our existing
reconnai ssance systens.

Entry costs are | ow.

For instance, it no longer requires the resources of a nation state to
devel op weapons of mass destruction

The intelligence analyst will need to consult vast anounts of
i nfornmati on, fromboth classified and open sources, to piece together
enough evidence to understand their activities.

And to predict the potential range of actions, the analyst will need to
nodel the group's beliefs and behavi or patterns.

The Asynmmetric Threat Initiative consists of six projects within | SO



* Human ldentification at a Distance is devel opi ng new i nage
under st andi ng techni ques to uniquely identify humans at distances of 10
to 150 neters.

* Evidence Extraction and Link Discovery is devel oping new i nformati on
extraction and data nining technology to automatically discover and
rel ate evidence of threatening activity fromvast amunts of data

* Wargami ng the Asynmetric Environment is devel opi ng new nodel i ng
techni ques to enable predictive nodeling of asymetric groups and their
behavi or.

* Project CGenoa is devel opi ng new col | aborative reasoni ng and
structured argunentation techniques to inprove threat understandi ng and
deci si on- naki ng.

* Rapid Knowl edge Formation i s devel opi ng new know edge acqui sition
technol ogy to enable technical experts to create conprehensive
know edge bases on any topic.

* Agent - Based Conputing is devel oping a new technol ogy to enabl e the
devel opnent and use of large collections of collaborating software
agents.

I will nowtalk in nore detail about the newest of these projects, the
first three on the |ist.

The goal of the HumanI D programis to devel op a systemthat can
identify humans as uni que individuals (although not necessarily by
nane) at a distance, at any time day or night, during all weather
conditions, even with non-cooperative subjects, possibly disguised and
am dst a group. This capability will be an enabler for early warning of
and protection agai nst sone asymmetric threats.

Current human recognition nethods require that bionmetric signatures be
acquired from cooperative subjects in contact with or in close
proxinty to the sensor.

Moreover, current systems use a single bionetric signature for
recognition.

The Hunmanl D program approach is to extend bionetrics technol ogy al ong
nuner ous fronts.

Much of the program s technol ogy devel opnment is focused at advanci ng
the state of the art in facial, gait, and iris recognition through

uni que new sensors, unique ways of using ordinary sensors, and advanced
al gorithms.

The program al so has research in other areas including fusion of multi-
nodal biometric signatures, investigating multi- and hyperspectra
facial signatures, gait analysis, radar signatures, devel oping 3D face
and body nodels for use with detection systenms, and experi nental
studi es of the psycho-physics of the human visual system

The next programin the Asynmetric Threat Initiative is EELD



The basic idea of EELD is to build a systemthat learns to
automatically extract and then correlate patterns of evidence of
threatening activities fromlarge volunmes of text.

The system would first search through | arge text collections, such as
emai | nmessages and web pages.

It would then apply information extraction techniques to extract
conput er readabl e descriptions of facts found in those docunents and
correlate those extracted facts into |linked patterns.

The system woul d then search through the |inked patterns to discover
novel patterns for presentation to the analyst for his feedback

The anal yst woul d highlight patterns of interest, correct the systenis
m stakes, and identify new patterns for the systemto recogni ze.

Based on this feedback, the systemwould use a variety of nmachine-
| earning techniques to adjust its search, extraction, and |ink-

di scovery paraneters to inprove its ability to extract patterns of
interest.

In the next few slides, let's walk through an exanple as it m ght |ook
to the anal yst.

After searching through | arge volunmes of textual data, the system would
sel ect a portion of text, such as the sentences shown in the upper
left.

(ANI MVATION) It would then apply infornmation extraction techniques to
extract a conputer- readable description of the relational facts found
in that sentence and automatically store those relational facts in a
dat abase.

Those facts could then feed a Iink analysis tool |like the one in the
bottomright of the slide for further analysis by the human or the
nmachi ne.

Current information extraction technology, as tested in the DARPA-
sponsored Message Understandi ng Conferences, is able to extract sinple
relations fromtext with an accuracy of approximately 70%

One of the technical goals of this project is to raise the extraction
accuracy, for sinple relations, to 90%

The next step is for the systemto discover relational-- or l|inked --
patterns of interest anmong the extracted facts.

This slide shows a small sanple of the relational facts which might
have been extracted prior to the bombing of the Nairobi Enbassy in
Africa fromintelligence nmessages, reports, and other information
sour ces.

(ANI MATI ON) The system woul d search through nillions of such relationa
facts and autonatically classify patterns of interest. The anal yst

m ght previously have shown the system exanples of terrorist

organi zati ons and pre-operational staging.



Based on these exanples, the system would have | earned a new
classification nodel for recognizing sinmilar patterns in the future.

As the system anal yzes newy extracted facts, it would recognize
patterns that it would classify as, in this exanple, a terrorist
organi zation or as pre-operation stagi ng.

The system woul d then present these newy classified patterns to the
anal yst for verification.

Current nmachine learning and data mining technology can learn to
classify objects based on the attributes of an individual object, but
not based on rel ational patterns anpong objects.

Thus, another technical goal of this project is to devel op new nachi ne
| earni ng techni ques which can recogni ze these types of relationa
patterns froma very few traini ng exanpl es.

The final conponent of EELD is a user-interface that woul d enable the
anal yst to correct and guide the system by annotating the results of
the Iink discovery process. (AN MATI ON)

The anal yst might annotate the diagramwith feedback to find nore
i nfornmati on about a particular pattern he finds interesting.
(ANI MATI ON)

The anal yst could also tell the systemwhen it has nade a m st ake.

Here he is infornmng the systemthat a particular fact is incorrect
because it was extracted froma bad i nformati on source - which shoul d
not be trusted in the future.

(ANI MATI ON) And nost inmportantly, the analyst also could teach the
systemto recogni ze new patterns.

The last programl1'll tell you about today is called Wargam ng the
Asynmetric Environnent.

WAE i s devel opi ng new nodel i ng techni ques to enable predictive and
enul ati ve nodel i ng of the behavi or and deci si on- maki ng of groups posing
an asymetric threat.

Over the last ten years the Internet has enabled a virtual explosion in
the availability of information, including infornation about asynmetric
adversaries' political and mlitary goals, organizational structure,

| eader shi p, and past attacks.

Even given this information, however, WAE does not suppose that one can
accurately predict that a specific group will attack a specific place
at a specific date in a specific nanner. But WAE does hypot hesi ze t hat
we now can devel op predictive and emul ative nodels tuned to specific
asymmetric adversaries.

(ANI MATI ON) Therefore, WAE's objective is to support a decision-maker's
ability to rapidly understand the decision space by inmproving the



predi ctive focus of indications and warni ngs on asymetric threats, and
by emulating the full range of their behaviors.

To neet this objective we require predictive nodels that can reflect a
representative range of an adversary's responses and that are sensitive
to the behaviors and events that trigger particular alternative
responses.

Today's nodels typically are rule, or optim zation-based, and |lack the
agility to accurately reflect the |less structured, nore fluid and
conpl ex deci sion- nmaki ng and planni ng of our asymretric adversaries.

WAE hypot hesi zes that we can identify and nodel the behavioral range
and triggers with a sufficient |evel of predictive accuracy to be used
by the Operational Conmunity.

WAE' s technical approach will include enpirically deriving the factors
underlyi ng the behavi or and deci si on-maki ng of asynmetric groups.

These include behavioral factors, intrinsic ones -- personality,

| eadership style, and cognitive style for exanple -- and extrinsic
environnental influences such as political, cultural, and economc
factors.

In addition we will evaluate a variety of predictive technologies to
support nodeling asynmetric threat behavi or and deci si on- maki ng.

The program al so will assess the concurrent and predictive validity of
t he nodel s we build.

In addition to this predictive nodeling, operational warganing entails
t he added requirenent to generate the conbined pl ausi bl e ranges of

i nteraction of adversaries, neutrals, and shifting alliances that
characterize the conplex and dynani c asymetric environment.

Today' s approaches have not denonstrated the predictive validity
required.

WAE wi | | devel op technol ogies for enulating the behavior of multiple
entities, with different goals, and their respective interactions in a
singl e wargani ng environment. And WAE will enmpirically access the
concurrent and predictive validity of this environnment.

Both EELD and WAE wi I | issue BAA announcenents this fall.

Wel |, thank you very nuch for listening to ne today.

If any of this has engaged your imagination, as | hope it has, |
encourage you to get in touch with ne or other |SO program nanagers to
di scuss your ideas.

CGetting the benefit of your know edge, expertise, and creativity is a

maj or goal of DARPATech and | am | ooking forward to interacting with
you during this conference.



